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Powaue fiudaiausamnsavorniuauderiomaiivapiliyadgrivesiants (Net Worth) lifieau 3o
Tilanwndasitdauiismedenisiiudoiaus Taosasihaiudwde 1 u 4 veayamvyszanuitiy
toiausluniaiy Guideileunasmelussna wieuisnduny wisuismdunmdnvinditldiueyyn
Tiussnaufsmsiunuiiiomamdind wasUssneugsfisfuseiumusemevessuiarswinlsandlng
pameieuiimiuuiisumsuissmalneudadioulivan Tnefenanansendusvenafuduide
fdinenlugiuses wielldninnuanuniuses (nsdllddunaudunasndriinenilvgy) daeenliuddiu
toiaus Tufeiubutaweeliviu 90 $u)
davniiu nsdimada (1) fa (@) bildefuiunsdidaielyil
(1) diutoauafiumisnuressy
(2) ﬁﬁqﬂnaﬁﬁmﬁﬁumwngmmﬂiﬂﬂﬁagj-:sm'wn'ﬁﬁu':;]ﬁaﬂﬁmuwisiwﬁmrﬁﬁ
&uazane (Uil 10) na. 2561
(3) aududeaiiinsudyinaaldtunsidoudusznounsauneairaud waza
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4. SwAnBENvTaVITATRIIIUTREANTIUNTGIY
4.1 ANENYENIIMATA
fusnsiumaiievuunand (Desktop as a Service) W3 Virtual Desktop Infrastructure on
Cloud (VDI on Cloud) Fasiinauau il
4.1.1 gl (User) aunsaldanlivfeuiuliding 250 glfnu (User)
4.1.2 anwnindeudedumediinnislulszmeg (Domestic) saufuldlifaendt 200 Mbps.
uasdouiadumesifinneusnysemea (International) saumuldlihiesnds 100 Mbps
4.1.3 il FileShare Server fifluunasaulsivaundt 2 TB Wesesdunisldeu ShareDrive iy
19U Word , Excel , Powerpoint (Uusiu
4.1.4 seaiumislialusunsudnina Microsoft Office
415 fsvuuresiawmesulteaiiou (Cloud Computing) Welwuimslusadiiouuuaand
(Desktop as a Service) #38 Virtual Desktop Infrastructure on Cloud (VDI on Cloud) $1urulitiosndn
25 \nTnspanfiamesivnoiatiou Tﬂuu.m'amm%‘mﬁqmﬁuﬁﬁadﬂﬁauﬁqﬁ
4151 dwmhoUszananan (CPU) Swaulitesndt 8 vCPU
4.1.5.2 fmbhsarudt (Memory) munesilitdiosnds 10 GB
4153 fmbedafivioya (Harddisk) wuu SSD Wuedhales Svwieanugsulivdes
131 50 GB
4.1.5.4 dlssvulilininig (Operating System) Microsoft Windows fifiauans
4.155 udasalasdasannsasesiumsldaunieuiunnnisieuszeslnalives
A1 10 Concurrent sasuuaies
4.16 §llusunsy (Software) Ailumsmanfievuussuunanan (Desktop as a Service) W3e
Virtual Desktop Infrastructure on Cloud (VDI on Cloud) ﬁaaﬁﬂmﬂuﬁ'ﬁﬂwﬁauﬁﬂﬁ
6161 sesiumsinunsideuienadieusinaieuen (ROSH) Tnulusinreaiiiints
\havadioya (HTTPS) Hu Web Browser 16
4.1.62 seefunisuanmaiiannsaldatnit (Watermark) dmiunsaaaounisi
dayapanainszuulaemscenmmivedislusunsy (Capture Screen) dwiumadnldarunadends
warfieuainaeuan (RDSH)
4.1.6.3 awnsavdnfianisldan wadievuussuuaanig (Desktop as a Service) #in
Virtual Desktop Infrastructure on Cloud (VDI on Cloud) Fotaluil
4.1.6.3.1 Web Browser (HTTPS)
4.1.6.3.2 Application on Desktop (Windows / MAC OS / Linux GUI)
4.1.6.3.3 Mobile Application (I0S / Android)
4.1.6.4 n13liaudie Application Program on Desktop 943843Un1519789 Local
Drive Sharing thunslfiauuy nanfieuuuszuunad (Desktop as a Service) 3o Virtual Desktop
Infrastructure on Cloud (VDI on Cloud)
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4165 foasesunisiiendessuunisinmsléauynna (Active Directory) dwmiuin
nsideuseuuusWaruFeaty wie Single sien On (SS0)
4166 Software #il#u3n13 Desktop as a service ﬁamﬂunﬁwﬁmﬁﬁﬂﬂmﬂﬁﬁﬁﬂ
Weniufusruumsiamanisauitealiou (Hypervisor)
4167 sesdunisiemlusunsudug Wanansoldeldvu wadfevuussuunannd
(Desktop as a Service) W3 Virtual Desktop Infrastructure on Cloud (VDI on Cloud) #18AI1UABINTT
\Wandindleiinisiosue
417 fssvuijiinisianisiniesneufiawmeswsivisiailou (Vitual Machine “vM”)
(Hypervisor) fiansavianlélaunsauy Physical Server
418 dinsiadawenduaisuuuiingg warszuvianisgudeyaiiiiavanigndesniu
nNHMUE
4.1.9 VM finuaisalunistnenisviiaruain Physical Host Server fiamilaluda Physical
Host Server 8ulu Cluster iRgafuldviniAnilymy Wy Hardware Failure, OS Error wie Hgymadiu
Hardware Performance 1ty Load gaiuly Iiawuudiluli waziuy Manual
4.1.10 dinnsdnseadioya (Backup) Manreluguddeyandn (OC Site) uazquidoyadises
(Backup Site) veagliuinsaannimniu Tnefideulumsdrsesdeyaiiguidayandn (OC Site) Tnsvinis
iudeyalisseznaetnnios 7 fu uardreclioyafiguédteyadises (Backup Site) Tnovimsiiuteyal ¥
sepzIaeg Y 7 U
4.1.11 fiuderusiimsanssruutesiunmsyngniaiedislrieaduuulilinuiniuiugnii
708U (dedicated firewall) iugunsal Virtual Appliance Firewall 'Fl'a%'m'ful.ﬁﬂﬂ'mﬂun"|1L*T‘J'1§qm"1qf| #l
musld (Policy Firewall) Tneilquanifataioodal]
4.1.11.1  flu Next Generation Firewall wuu Virtual Appliance feunsadandng
Hypervisor ldmainwane 1y VMWare ESXi, Microsoft Hyper-V ldiluadnatios
4.1.11.2  tlofndeuu Hypervisor WUy VM Ware ESXi fiqmiaudi sghavioudail
4.1.11.2.1 s99umsil vCPU legegalsitianndn 1 mie
4.1.11.2.2 s83§untsil Storage ldgegaliivioendt 2 T8
4.1.11.2.3 il Firewall Throughput gagaliiviesndn 12.9 Gbps
4.1.11.2.8 5995U New Sessions/Sec I#iaeiaiion 106,000 Sessions/Sec
4.1.11.25 il IPsec VPN Throughput litiaanin 500 Mbps
4.1.11.2,6 i Threat Protection Throughput laitioanda 400 Mbps (\ald
11U Firewall, IPS, Application control uas Malware protection)
4.1.11.3  annsnruan Application THamur WAN Link snua SLA fifauaan

Latency, Jitter, Packet loss leillustnation wazaimusnyi Fail-over link lawuvudnluds
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6.1.11.4  fiquendd OLP Wensindulid wardoyadrdiy Taodmuaideulusuy File
Type, File Size, Reeular Expression, Taduadaioy
4.1.115  seafumainudnue Virtual Domains ldeghatiy 10 Virtual Domains
4.1.11.6 qﬂn'iiﬁmm‘iﬂ Update Services 16 IPS, Web Filtering, Sandbox Cloud,
Antivirus, AntiSpam wag Signature lanaaaszBza BN UYIEAY 1 1
4.1.11.7 Q’nﬁmuﬁmﬁ’mﬁﬁmua desaglungy Leader ¥94 Gartner Magic Quadrant for
Networks Firewall U 2022 wiatlilagiu
4.1.12 foutoiauesydpsdaliifinmseusunmisliuludiuvesnisldinu ADMIN Bhurdmiiil
aan. du lisindn 3 vig g Online w3 Offline
4.1.13 giudewunsedaadnliiinisousunisldanludiuvesnisléang USER TuAmiad

ae. 90U 1 A9 luguuuunisuseguuuy Online w3 Offline
4.1.14 gouteiauesdesiavirgiontsldauludiuves Admin waz USER Tuguuwuulvd
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0.1.1 - 4.1.18 1§ meluiud 31 wqunanu 2568

6. Anduazn1sieEy
firzdrspduandwvusnudyg dedlidilfdwevmenuranisaniiusuny
gaulnTay 18 4.1.1 - 4.1.14 Taedainduguidusisny S 3 ga wisulviddilnnseiindussy
Hayalu Flash Drive $1uu 3 ga Wuadidimeluduil 31 nqunnay 2568 uazAnznssuMIRsINIUIER
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9. wininausinsRasandniandaiaue
9.1 flutowausdonavesaumnsiunmiyadiiiy wasilddedu q e wazsnriiauedes
Amuaiiusimbitesndy 60 u Tuudiuauesin Tnuameluiwuadusaiszoeunisiauesimild
9.2 Tunsivsanmanisiuteiaususenissiaddinnseiindadal dninaussiinrsandadulneld
waninust simuszneuinasiou Tasesimsandmdendiudaiausiitunmuautd Suleauensuiu uas
finzusgege Wuguusnstutaausluadsil Tnefiezuuunstiadondnuavihwingivun dil
9.2.1 sinitbutioiaue (Price) Awuntiwiinwiviuiesas 10
9.22 quamuazpaAfidulsElovidenisiunms fvuatminihudesay 90

wanunasimsiosanduunmuasquaudindussTenitenisnsms nausing
Tinzuuu
1. Ussaunseluazanumiouufivau 10 AswuY
nans/mangniluiuses (Certificate) inwzarudung
- §U Virtualization wihiiu 2.5 A
iU Network wiiu 2.5 Ay
- $"u Data Center whiu 2.5 A
- #u Cloud whiu 2.5 Azuuy
2. uantimussloniesivns 30 ATWIY
(1) mmnindedeveaiaussan
- dguduinsinnisanuuasniy (Security Operation Center) vae iU 15 Asiuu
aumieiliiyanaluiadaifisafuiliuinsgiu 1SO 27001:2013 wax
27701:2019
- flguduinisdanisssuuiieans (Network Management Center) uag Wi 5 Azuuy
Auduinisiuudaungindesvasnuedliuinisivudmniunasn 24
dhlu
- ilgudieyanoufinmes (Data Center) voanmuadlaorumsivies  whiiu 5 Azuuy
HINIFIUAIUIIUAIUNITEBNUUY (Design) war AUAISADATI
(Facility) Tusgdu Tier Il Justistios
- guitoyaneufiumes (Data Center) lifunnsgiuszuunisdans  wiviu 5 Asuuu
msuaasafuasaunn ISO/EC 27001:2022
(2) Y3N13 Cloud Computing fiasliuinmamelduasgunisiuses (Certificate) il 25 ALY
- wmsguanadusruum s miiuataenduasaumna ISOEC  wiriu 5 Asiuy
27001:2013 WiauwsgrumsivsastuiidieuninGedinia
- wmsguinsdumaluladansaunateya ISO/IEC 20000-1 w3 wiriu 5 Aswuu
msgunsiusesiuiisuwitEadndy
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wininmsin1sAvsandugunmuasauautimiulsslonidanesenis tnaueinis
Tiazuuu
- wmsgruuimssumsinuuasmadametoyeiifiudidy ISONEC iy 5 Azuuy
27701 Wi wsgrunsusesduiifieuimiennii
- wInsgrunulasnfsuuTruuaanaf Cloud Security Alliance - iy 5 Asuul
Security, Trust & Assurance Registry (CSA-STAR) vﬁammg TUNTS
Fusesbuiiisuvimiedni
- flgudlyiuims Cloud 1nnn 2 i deegmelulsemalvodioliin - whiy 5 Asuuy
anuaieslumildnussuuuudliuinis Cloud uasdesfiuinsgiu
Uptime Datacenter Tier IIl #3afni
(3) WAIUATUNMIUINITIFUUAATIA (Cloud Computing) uassyuumbuiumes lnsuwudlumide 10 AEUUY
Fusawanuiodndyanluiuauesin
- flaNaTUARHATILATUSLA 2 HATIY Wiy 10 AvuuY
- HANATSUENIHANIY 1 MY wiiu 5 AEwuY
- hifienansuaninany wihiu 0 Az
(4) Foravaindiiduyselonifudninnuduaiiamisvuananazouindon Téun 25 AT
- gunsafitiieadefulasanisamnnuglén wiriu 10 AzwuL
. ﬁﬁﬁﬂw?tyﬁw Cyber Security ﬁtﬂmi‘hHﬁﬁﬁﬂﬁ:iwmﬁmuﬂﬂm WU 10 AzLuY
Al#usna (Certificate) u1ATFIU CISSP (Certified Information
Systems Security Professional) wag CISM (Certified Information
Security Manager)
- HinamsveaoularsIBuNe BCP Plan vosliuimsdssinllousou  wiiu 5 Asiuu
Uverounesdyauimshitioandn 11
774 | 100 Azl

9.3 fiutoiauafoaminaus (Present) daiausmumnaiinsenmenssunmsinnsaniansusznan
sndidnnsedind lutu var wazanuifiiiwue Taedmunnamsdiausyliiu 30 wiise uay
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(n) Wrsudruansiyuieriafudiudiie Wiiudumidesusesniseanadivuiiiyana
Vayisedefudngians gisnnemuny @) wiemiiusesdiungnsios
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(v) WONEIMUTBULTIBITY (TOR) 1o 3 AuARgiudeiue
102 dwil 2 sdhaioedosiionansiieluil
(1) wihdsususruredsiinarnsuanudnungwie Tnsilvdngruuansinuvssfueudiuns
waggiunaudnng
(2) ForaveiumaiindsdisasBanueuinvesny (TOR) 1o 4 Swazdnveulunvaaty
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